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How to Set up Single Sign On with Okta

Set up single sign-on for your Dozuki site using Okta.

Written By: Dozuki System

—
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INTRODUCTION

Dozuki sites support single sign-on (SSO) through the SAML 2.0 protocol. Use this guide to set up a
SAML2 connection with Okta.
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Step 1 — Log in to Okta

okta

Get started with Okta fSenice

1/5 Steps Completed

Signin
s The Essentials
Username
(9 A
Bring in some users from Active Directory or LDAP. If you just want 10 test the function, only bring in a fow users, View Documentation
Password

s

Lot users access an app from their Okt dashbeard. To o this, we'l add your first app integration View Documentation

[[] remember me

vl Add another Okta admin
Sign In Let a calleague explore and set up Okt with you. Make one of your users an admin, and choose thelr permissions. PO T

Need help signing in?

@ Log in to the Okta admin dashboard for your organization.

@ For most companies, the login page will be https://login.okta.com/.

e Click on Applications in the Applications list.
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Step 2

Applications

Applications
s55 Applicati ® Help SRS he e
pRi=e 21 Add Application
Epvy— pr—
CATEGORIES
STATUS API Management 6 Featured Integrations See all
STATU i o - . 6256
@ ’ ::‘ L = == Active Directory A ATLASSIAN Docusgyn
INACTIVE o CAsB 2
Active Directory Atlassian Cloud DocuSign
Directories and HR Systems 13 Provisioning SAML, SWA, Provisioning SAML, SWA, Provisioning
Securty Applicatons 70
Okta Applications. 16
VPN 22 _
5t slack wdrkday, Zoom
S\ack_‘ kada‘y Zoom SAML
Fastest Growing See all
g}-N/S A ATLASSIAN w
e Click on Add Application.
o Click on Create New App.
Step 3
\pplication [EZ| [oplication E
Platform Wes ._| Platform Web
Web e
Sign on method — ‘ i |, Sign on method Secure Web Authentication (SWA) g
Single Page App (SPA) pldaial ;
dt OAuth Service ‘ di ®) SAML 2.0
cal cal
) OpenlD Connect ) OpenlD Connect
r r
e Select Web from the Platform options.
o Select SAML 2.0 as the Sigh on method.
This document was generated on 2024-01-02 10:46:22 PM (MST).
© 2024 help.dozuki.com/

Page 4 of 17



How to Set up Single Sigh On w..

Step 4

3 Create SAML Integration

° General Settings
@ o setinss
e I l
App loge (o L] @
Browse
Uglood Logo
Requirements
For Best Results, use a PNG image with
App visibility Do not display application icon to users
Da not display application icon in the Okta Mobile app
[ 7
Cancel ] |
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e Type adisplay name for your
Dozuki site into the App name field.

() For customers with a single
Dozuki site, we recommend using
Dozuki as the display name.

Click the Next button at the bottom
of the window.
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Step 5

Authentication
Single sign on Single sign on: disabled. Login and account creation on this site happens normally. Edit
General
Dol S0 URL Edit
Pl
= - - Dok SSO:Logaut URL No Value Set Edit
Descriptio Edil Dozuki $30: Secret No Value Set Edit
Home page Edit
SAML 2.0: identity Provider Entity No Vialue Set Edit
Custom do Edit =
£ SAML Identity provider URL No Value Set Edit
o Edit SAML Metadata Download Metadata
Google Analyt Edi
SAML Logout URL No Vilue Set Edit
Mobile apps. it lists Edit
SAML dentity Provider K500 No Yolue Set Edit
Persstent AP Token 81 JgpLYNDF APZABNHE e 9cT i 52162 i Gertiticate
Faot tatistics will be displayed in the site foote Edit Google Login Google login is disabled Edit
Guides
Dedaul guic conchasion Caterpilar ConfidentialGree Bt
Automatic guide titles Automatic generation of guide titles is disabled Edit
ABOUT HELP API

o Open the management console of your Dozuki site in another browser window.
e From the Configuration section in the sidebar menu, select Security.

Download the SAML “metadata.xml file.
Open this file with text editor.
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Step 6

i Create SAML Integration

e Under Single sign on URL, enter
the URL of the page on your Dozuki
Q s s site that you want your users to
s reach once signing in.

o Configure SAML

Singla sign on URL € I I Where do | find the info this form needs?
s A e o o Enter the SP Entity ID.
@ Refer to the values in the SAML
‘metadata.xml’ file.

Audience URI (SP Entity ID) @

Default RelayState @ Okta Certificate

Name D format ) Unspecified . 4 Download Okta Certificate

= @ Leave Advance Setting at default.

Update application usemame on Creote and wpdate

Show Advanced Settings
Name: Name format Value

Unspecified

Add Another

Step 7 — Set User Attributes and Claims

W ez e Enter userid into the Name field.

Single sign on URL @ hitps:/Meather dozuki com/Guide/Useriremote_login Where do | find the info this form needs? Enter User.id into the Value field.
e s o (@) If your company uses additional
Audience URI (SP Entity ID) @ hitps:/Mheathes. dozuki com/ . . o
R unique identifiers for your users,
you can use those attributes

e ‘ ot instead of user.id.
e T
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Step 8
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o SAML Settings

GENERAL

Single sign on URL @ :_login

[] Use this for Recipient URL and Destination URL

[ Aow this app to request other S50 URLS
Audience URI (SP Entity ID) @ hitps:/ieather.dozuki.com/

Default RelayState

Name ID format @ Unspecified .

Application usermame € Okta usemanie
Update application username on Create and update .

Show Advanced Settings

Name Name format (option: Value Name Name format [opticnal Value
userid Unspecified v userid v userid Unspecified v userld v
T e 1-
Add Ancther
GROUP ATTRIBUTE STATEMENTS (OPTIONAL)

What does this form do?

XML needed fo

Where do | find the info this form needs?

Okta Certificate

4. Download Okta Centificate

o SAML Settings

GENERAL

Single sign on URL @

Audience URI (SP Entity ID) @

Default RelayState

Name ID format @
Application usermame €

Update application username on

:_Jogin
[] Use this for Recipient URL and Destination URL

[ Aow this app to request other S50 URLS

hitps:/eatherdozuki.com/

Unspecified .

Okta usemame

Create and update v

Show Advanced Settings

What does this form do?

XML needed fo

Where do | find the info this form needs?

Okta Certificate

4. Download Okta Centificate

o Click on Add Another.

o Enter username into the Name field.

o Enter user.displayName into the Value field.
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o SAML Settings

GENERAL

Single sign on URL @ :_login

[] Use this for Recipient URL and Destination URL

[7] Anaw this app 1o request other SSO URLs
Audience URI (SP Entity ID) @ hitpsi/meatherdozuki.com/

Default RelayState €

Name ID format @ Unspecified .

Application usermame € Okta usemanie
Update application username on Create and update .

Show Advanced Settings

Name Name format (option: Mk
userid Unspecified  ~ userid -
username Unspecified = [ userdisplayName |

Add Ancther

EROLID ATTRIALITE STATEMENTS INDTIONAIL

What does this form do?

the XML needed fo

Where do | find the info this form needs?

need

Okta Certificate

4. Download Okta Centificate

o SAML Settings

GENERAL

Single sign on URL @ :_login

[] Use this for Recipient URL and Destination URL

[7] Anaw this app 1o request other SSO URLs
Audience URI (SP Entity ID) @ hitpsi/meatherdozuki.com/

Default RelayState €

Name ID format @ Unspecified .

Application usermame € Okta usemanie

Update application username on Create and update v

Show Advanced Settings

Name Name format {optional)  Value
userid Unspecified  ~ userld
username Unspecied = | | userdisplayNeme

Add Anather

What does this form do?

the XML needed fo

Where do | find the info this form needs?

need

Okta Certificate

4. Download Okta Centificate

o Click on Add Another.

o Enter email into the Name field.

o Enter user.email into the Value field.
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Step 10 — Verify Advanced Settings

fo-
2

uuuuuuuuuuu

Verify the Response is signhed.

While Dozuki will accept the either the entire Reponse or the Assertion Signature, signing the
Response provides an additional level of protection for the Response message while being sent
over the network.

Verify Assertion Encryption is Unencrypted.
Dozuki does not currently support encrypted assertions.

o Verify Single Logout (SLO) is unchecked.
Dozuki does not currently provide a public certification that Okta requires to support SLO.

e Verify Honor Force Authentication is set to Yes.

@ In order to support SSO signoffs, Dozuki requires the re-entry of credentials for sign-offs. If set
to No, when a user clicks the sign-off button, the sign-off would be completed without requiring
the user to re-enter their credentials.
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Step 11 — SAML Signing Certificate

Guide ID: 6748 - Approved Release: v2.1 [minor] 2024-01-02

usemame Unspecified user displayName
o SAML Settings
What doss this fomn do? email Unspecified useremail
GEHERAL Add Another
Single sign on URL hitps:/iheather.dozuki.com/Guide/User/remate_login Where do | find the info this form needs?
/| Use this for Recipient URL and Destination URL
GROUP ATTRIBUTE STATEMEN ONA
Allow this app 1o request other SSO URLS
Name Name format (optiona Filter
Audience URI (SP Entity ID) @ htpsy/meatherdozuki.com/
Unspacified Staris with

Okta Certificate

Default RelayState ©

Name ID format @ Unspecified

Application usermame @ Okta usemanie

Update application username on Create and update

Show Advanced Settings

Name Name format {opt Value
userid Unspecified v userid
username Unspecified userdisplayName

emall Unspecified

Add Anather

Add Another

ATTRIBUTE STATEMENTS (OPTIONAL

LEARN MORE

e Preview the SAML assertion generated from the information above

<3 Preview the SAML Assertion

C—]

e Inthe SAML Settings setup section, click the Download Okta Certificate.

@ Save the certificate file when prompted.

@ Open the certificate in a text editor.

Scroll down and click the Next button to save your changes and continue with the setup.
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Step 12

Authentication

Cancel

————— END CERTIFICATE-----

e Open the management console of your Dozuki site in another browser window.
e From the Configuration section in the sidebar menu, select Security.

Under the Authentication heading section of the Security page, click on SAML: Identity Provider
X.509 Certificate.

o Copy the body of certificate from your text editor.

o The certificate should be formatted similar to the example shown under the Authentication
section.

e Paste the certificate into the text field.

o Click the Save button to save your changes.
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Step 13 — Add Okta Login URL

Authentication

Singlesignon Single sign on: disabled. Login and account creation on this ite happens normally. Edit =1 Applications ©en

Dozuki
e | | E e

o Click on the SAML.: Identity provider URL heading under Authentication.
Under the Application section in the Okta portal, click on the app icon for Dozuki.
e Select the Sign On Tab.

e Click on the View Setup Instructions button.

Step 14

N | Athentication

s ' Single sign on Single sign on: disabled. Login and account creation on this site happens normally. Edit
How to Configure SAML 2.0 for Dozuki Application
Domki SS0: URL No Value Set Edit
The following is needed to configure Dozuki
Dozuki $50: Logout URL No Value Set Edit
@ 1dentity Provider Single Sign-On URL:
Dozuki $50: Sacrat No Value Set Edit
httos : //dozukidozuki1 . okta. con/app/dozuki dozuki1_dozuki 1/exk2cS0l ICKRGTORVSAS/ 550 /s3]
f;‘”'lz 0 Identity Provider Entity  The unique identifier for your identity provider. This must be a URI and must match the Issuer Cancel
© entity Provider lssuer field that is sent in your identity provider's SAML 2.0 responses.
| it/ okta.comiexk2c5ollCxp7IFWSde |
http: //wm_okta. com/exk35al 1CxpETOFNSAG .
|
© 500 Cenificate: —
SAML: Identity provider URL No Value Set Edit
1 0AX2D6 T2 SHABOCS 405 1530QE BOMIAT CYHGSwOQY DM
UE BurnNUZF uTEZy WS JaX baE NHASGAT UEC SAML Metadata Download Metadata
SAML: Lopout URL No Value Set Edit
SAML:Identity Provider X509 Valid certificate &
Certificate Edit
Google Login Google login s disabled Edit

1XQIDAQABNADOCS S
Jg@i+HsHUugEz

oMnoL L
1 AcOL 50V joQmmVYIG  NBVyexLOhOpzs TS i TXTL

e Paste the Identity Provider Issuer into the SAML 2.0: Identity Provider ID text field in your
Dozuki site.

Click the Save button to save your changes.
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Step 15 — Test and Add Okta Connection

Authentication

Authentication

Authentication

Cancel

e Click on the SAML: Identity provider URL heading under Authentication.

From the Set up Instructions in the Okta portal, Copy the Identity Provider Single Sign-On

URL.

Paste the Identity Provider Single Sign-On URL into the Test a SAML identity provider URL

text field in your Dozuki site to test the SSO connection.

@ We recommend testing the SAML connection through your Dozuki site before enabling SAML
2.0 as the authentication mechanism. Testing the connection from within Dozuki will prevent
disruption to your active site and current users.

@ Once the connection test succeeds, paste the Identity Provider Single Sign-On URL into the
SAML: Identity provider URL field.

o Click the Save button to save your changes.
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Step 16 — Assign a User or Group
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e Inthe Okta portal, Click on the Application section from the header.

Click the Dropdown button next to your application.

o Select Assign to Users or Assign to Groups to add users and groups.

@ You can read more about assigning users and assigning groups in Okta.

Step 17 — Enable Single Sign On

Authentication Authentication

zzzzz

sssss

Authentication

o Click on the Single sigh on heading under Authentication.

Click on the Single Sign On type dropdown menu.
Select SAML 2 from the dropdown menu.

o Click the Save button to save your changes.
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Step 18 — SSO: Role Attribute Prefix

,,,,,,

,,,,,,,,,,,,,,,,

(i) Once SSO is enabled on your Dozuki site, you have the option to add a role attribute prefix. This
helps when syncing to third-party IdPs and will allow roles to be passed as "dozuki-<role>
(‘dozuki-admin’, "dozuki-author’, etc.)

@ Dozuki defined roles (admin, author, user, etc.) cannot be customized.
e Click Edit.
Add your desired role attribute prefix.
Click Save.

o Your role attribute prefix will be displayed.
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Step 19 — SSO Authentication for Signoffs & Approvals

Sthentication @ Once Single Sign On is enabled,
. e SSO auth for signoffs &
T approvals will appear in the
,,,,,,,,,,, Authentication section of the
e — e Security settings.
i @ This feature allows users to enter
their SSO authentication for
o e - R Signoffs and Approvals instead of
S a separate Dozuki password.
o st and soprovalrequests Wi SOinstesd Cance SSO auth for signoffs & approvals is
enabled by default when you enable
SSO authentication.

Only disable SSO authentication
for signoffs & approvals if you
want your users to enter a
separate Dozuki password for
signoffs and approvals.
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