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How to Set up Single Sign On with Microsoft
Azure

Set up single sign-on for your Dozuki site using Microsoft Azure.

Written By: Dozuki System

—
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INTRODUCTION

Dozuki sites support single sign-on (SSO) through the SAML 2.0 protocol. Use this guide to set up a
SAML2 connection with Microsoft Azure.
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Step 1 — Log in to Azure

® |og into the Azure admin portal for
your organization.

[ oo n 6 86 0 &
s @ For most companies, the portal
will be https://portal.azure.com/.
? ';5 f ',o‘ ® Click the View button on the
. ; Manage Azure Active Directory
- w o ® = E k,f’ = =3
Step 2

OeEsH |

[HO ¢ -

® C(Click on Enterprise applications in the Manage menu.
Click on New application at the top of the window.

Type "Dozuki" into the search bar.
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Step 3

® Type a display name for your
Dozuki site into the name field.

Add your own application

Name * (0}

[oond] —— @ For customers with a single
gﬁxgn:fgzln::‘;:as‘:;zﬁng;ﬁ:;::vpu!::?l)llgc::i;r:,k::rl\i;l(lhe'Add'hummhgmwandwe'\\walkyau through some Dozuki Site, We recommend
s::l:t‘-’:a‘se‘d‘smglesign-nn USing Dozuki as the display

Learn more

Automatic User Provisioning with SCIM m
Learn more n a‘ e *

Password-based single sign-on
Learn more

Click the Add button at the bottom
of the window.

Step 4 — Assign a User or Group

plications | All applications > Add an spplication > Dozuki | Overview Harme © Dozuki| Users and groups

X &, Dozuki| Users and groups X
- adduser || Columms 7 Got feedbark?
, B Ovenview = =i
Overview ropeities D The aesbcaton willappear onthe AccesPanel e ssiged . Set isibleta sersT 9 i in properies 1 prevent . -+
o D) Deployment Pan
Deployment Plan =
Name @ X Diagnase and salve problems =
K Diagnose and solve problems Doruki " Object Type Role assigned
anage
ey Application 1D
= 942310c5-(063-4627-92. [ Popate
1! Properties —— iy
& Owners 67864690-0222-4150-20_. 1) & Users and grougs

2 Users ond groups D Single sign-on

Getting Started a
D Single sign-on ng B Provisioning
© provisionin 9 B Appiicaion proxy
© seltsenice
£ Application proxy ﬁ 1. Assign users and groups .9 2. Setup single sign on
© Self-service and groups access Enable users to sign into their application Security
using their Azure AD credentisis
% Condiions! Access
Security Gerstarted
A pemissions
% Condiional Access

O Token encryption
b Pemissions

Y ok crvion (2) 3. Provision User Accounts WL 4 Conditional Access ety
Automatically create and delete user Secure access 1 this apphcation with & D sign-ins
. sceounts n the application customizable access paby
i 2 " g e G Usage & insights (Preview)
tstaned Create a policy
D signeins 8 Auitiogs

4 Usage & nsights (Preview) & Provsioning ogs Freview)

& Auditlogs Aacss reviews

B Frovisoning logs (Previen) esstothe Troubleshooting + Suppert

Access reviews. W Virtsl assistant (Preview)
Gat started B Newsupport request

Troubleshosting + Support o

B Virtus! assistont (Preview)

What's New

& Newsupport request

® (lick on the Assign users and groups tile in the Getting Started section.
Click the Add user button to add users and groups.

@ You can read more about assigning users and groups in Azure here.

This document was generated on 2024-03-20 04:32:39 PM (MST).

© 2024 help.dozuki.com/ Page 4 of 19


https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal

How to Set up Single Sigh On w..

Step 5
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Home > nfa > Enterprise applications | All applications > Add an appheation > Dozuki | Overview
g2 Dozuki | Overview x
D e
B overview
(0 Deployment Fian
K Diagnose and solve problems B
Manage Application ID @
| 942310c5-c063-4627-92 0|
1! Properties
Objectin @
B v [ a7esazn0-bazz-atses0. 0|
2 Users and groups
Getting Started
D Ssingle sign-on ng
® Provisioning
£ Application proxy & 1. Assign users and groups _3 2. Setup single sign on
© Self-service Prowide speeific users and groups secess Enable users ta sign inte their application
o the spplieations using their Azure AD eredentials
Security Rssign users and groups Get started
% Conditional Access
o Pemmissions
[
® Token encryption (2)  3.Provision User Accounts L 4. Conditional Access
Automatically create and delete user Secute sccess 1o this application with a
Activity accounts in the application customzable secess policy.
Get started Create a policy
D Signine
il Usage & insights (Preview)
E Audit logs C 5. Self. o
& Provisioning logs (Preview) Enable users 1o request access to the
application using their Azure AD
Access reviews. P ials
Troubleshooting + Support
B Virtual assistant (Preview)
& New support request What's New
. -
Step 6 — Select a Slngle Slgn-on Method
Home > nfa > Enterprise applications | Allapplicatians > Add an application > Dozuki | Single sign-on
X

Dozuki | Single sign-
2 Doz [ Single Soron

B Overview

Select a single sign-on method  Help me decide

I eployment Plan

. Diognose and solve problems Disabled
User must manually enter their

username and password.

Q

Manage
! Progerties

& Owners

<

SAML

Rich and secure authentication to
applications wsing the SAML (Secusity
Assertion Markup Language] protocol

&8 Users and groups

Password-based
Password storage and replay using a
web browser extension of mobile app.

D single sign-on

P Provisioning a

B! Application proxy

C Selfservice

Security

% Conditional Access

ot Permissions

@ Token encryption

Activity

D signins

il Usage & insights (Preview)

B Auditiogs

& Provisioning lags (Preview)
acess reviews

Troubleshoating + Support

B Virtual sssistant (Preview)

& New suppont request

Linked

Link to an application in the Azure
Active Directory Access Panel and/or
Office 365 application uncher.
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® C(Click on the Set up single sign on
tile in the Getting Started section.

® (Click on the SAML tile under

Select a single sign-on method.
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Step 7 — Basic SAML Configuration
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Set up Single Sign-On with SAML

Read the gonfiguration quide " for help integrating Dozuki.

o Basic SAML Configuration

Identifier (Entity ID) Required
Reply URL (Assertion Consumer Service URL) Regquired
Sign on URL Optional
Relay State Optional
Logout Url Optional

o User Attributes & Claims

givenname user.givenname
surname user.surmame
emailaddress user.mail

name user.userprincipalname
Unique User Identifier user.userprincipalname

9 SAML Signing Certificate

Status Active

Thumbprint - - . —— W AW
Expiration 5/5/2023, 11:52:22 AM

Natification Email - —— e — -

App Federation Metadata Url | hitps//login microsoftonline com/b16b38fe-3f..
Certificate (Base64) Download

Certificate (Raw) Download
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SAML Configuration tile.

® (Click the edit icon on the Basic
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Step 8

Authentication
Single sign on Single sign on: disabled. Login and account creation on this site happens normally. Edit
General
Dol S0 URL Edit
Pl
= - - Dok SSO:Logaut URL No Value Set Edit
Descriptio Edil Dozuki $30: Secret No Value Set Edit
Home page Edit
SAML 2.0: identity Provider Entity No Vialue Set Edit
Custom do Edit =
£ SAML Identity provider URL No Value Set Edit
o Edit SAML Metadata Download Metadata
Google Analyt Edi
SAML Logout URL No Vilue Set Edit
Mobile apps. it lists Edit
SAML dentity Provider K500 No Yolue Set Edit
Persstent AP Token 81 JgpLYNDF APZABNHE e 9cT i 52162 i Gertiticate
Faot tatistics will be displayed in the site foote Edit Google Login Google login is disabled Edit
Guides
Dedaul guic conchasion Caterpilar ConfidentialGree Bt
Automatic guide titles Automatic generation of guide titles is disabled Edit
ABOUT HELP API

® (Open the management console of your Dozuki site in another browser window.
® From the Configuration section in the sidebar menu, select Security.

Download the SAML “metadata.xml file.
Open this file with text editor.
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Step 9

lafile ) Change single sign-on mode
Identifier (Entity 1D) = © Basic SAML Configuration X
The unique ID that identifies your application to Azure Active Directory. This value must be unique across all applications in
ign-On with SAML your Azure Active Directory tenant. The default identifier will be the sudience of the SAML response for (DP-initiated SSO.
an based on federation protocols improve Default & Got feedback?
AML single sign-on whenever possible for i
Ihups:.‘fswwm\:!s:l ng.dozukicom/ I
n quide < for help integrating Dozuki, —— Identifier (Entity ID) * ©
The unigue ID that identifies your application to Azure Active Directory. This value must be unique across all applications in
L Configuration " > " o M ;. P
2 Reply URL (Assertion Consumer Service URL) = ¢ your Azure Active Directory tenant. The default identifier will be the audience of the SAML response for IDP-initiated 550.
ntity 10) hitps  The reply URL is where the i to receive the jcation token. This is to as the “Assertion
(Assertion Consumer Service URL)  hUBS.  Consumer Service® (ACS) in SAML Default
g
L : Index  Default Itesti i.com, ®
{Optional) = https://ssosamitesting.dozuki.com/
(Optional) hitps: I hty dozuki login 1 I ) Add identifier
& Claims. . . -
Sign on URL (Optional) Reply URL (Assertion Consumer Service URL) * ©
uaers Signon URLis used ifyou would like to perform service provider-initated single sign-on. This value is the sign-in page URL for The reply URL is where the application expects to receive the authentication token. This is also referred to as the “Assertion
vvers your apphication. This field is if you want to provid single sign-on. ] Consumer Sarvice* (ACS) in SAML
users | Entera sign on URL
use Index Default
userj
1 Identifier usert 5 T E - =
Relay State (Optional) © | https://ssosamitesting.dozuki.com/Guide/User/remote_login <[~ @ O
The Relay State instructs the application where to redirect users alter authentication is completed, and the vaie is typically a T
" URL or URL path that takes users 1 a specific location within the application, Add reply URL
lificates
Enter a relay state
ling certificate
At Sign on URL (Opticnal)
t :’g: Logout Url (Optional) Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL for
- Email i pire URL I Vit (9 rardl the SAML it reponie bk 1o it Moplcrton your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.
1tion Metadata Url s dozuki : I
b= | S - J Enter a sign on URL v
(Basesd) Dowr
i e

® Enter the Basic SAML Configuration settings.
Refer to the values in the SAML “metadata.xml file.

@ Alternatively, you can use the Upload metadata file tab to upload these values directly into
Azure.

Click the Save icon to save your changes.

Click the 'X" at the top of the window to leave the Basic SAML Configuration settings.

This document was generated on 2024-03-20 04:32:39 PM (MST).
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Step 10 — Set User Attributes and Claims

Set up Single Sign-On with SAML

Read the 'cunflgurahnngmde o for help integrating Dozuki.

o Basic SAML Configuration

Identifier (Entity ID) Required
Reply URL (Assertion Consumer Service URL) Required
Sign on URL Optional
Relay State Optional
Logout Urd Optional

e User Attributes & Claims

givenname user.givenname
surname user.surname
emailaddress user.mail

name user.userprincipalname

Unique User |dentifier

SAML Signing Certificate

Status

user.userprincipalname

Active

Thumbprint - - R - e W
Expiration 5/5/2023, 11:52:22 AM

Notification Email e

App Federation Metadata Url [ https//login.microsoftonline com/b16b38fe-3f...
Certificate (Base64) Download

Certificate (Raw) Download

This document was generated on 2024-03-20 04:32:39 PM (MST).
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® (Click the edit icon on the User

Attributes and Claims tile.
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Step 11 — User ID

Home > Dozukd | Single sign-on > SAML-based Sign-on > User Attributes & Claims

User Attributes & Claims

Value Home > Dozuki| Single sign-on > SAML-based Sign-on > User Attibutes & Claims

useruserprincipainame [nameidf. ** | Manage claim x

hitp ischemas xmisoap org/ws 2005 05 idertityfclaimsjname  userusen principainame

® (Click on Add a new claim under User Attributes & Claims.
Enter userid into the Name field.

® Enter user.objectid into the Source attribute field.

@ If your company uses additional unique identifiers for your users, you can use those attributes
instead of user.objectid, but it should be a constant and unique value.

® (Click the Save button to save your changes.

® Click the 'X" at the top of the window to return to the User Attributes & Claims section.

This document was generated on 2024-03-20 04:32:39 PM (MST).
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Step 12 — Username

Home > Dozukd | Single sign-on > SAML-based Sign-on > User Atributes & Claims.

User Attributes & Claims *
newclaim [+ Add s grovp caim == Columns
Home > Dozuki | Single sign-on > SAML-based Sign-en > User Attributes & Claims
Required claim Manage claim
Claim name Value
Unique User identifier (Name ID) useruserprincipalname [nameid-f_ *+ D ' e
" , Name * 1
Additional claims 5
,,,,,,, e mespace IEX mespace U
uuuuuuuu Source * @® atribute O Transformation
hes
Saurce attriby I,““"“ layname vl
it fschemmas xnlspap org /w2000 dentity/clamsinar userprincipainame
uuuuuu ame v Claim condi

® Click on Add a new claim under User Attributes & Claims.
Enter username into the Name field.

® Enter user.displayname into the Source attribute field.

® (Click the Save button to save your changes.

® C(lick the 'X' at the top of the window to return to the User Attributes & Claims section.

This document was generated on 2024-03-20 04:32:39 PM (MST).
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mmmmmmmmmmmmmmmmmmmm

nnnnnnnnnnnnnnnnnnnnnn

Click on Add a new claim under User Attributes & Claims.

Enter email into the Name field.

Enter user.mail into the Source attribute field.

Click the Save button to save your changes.

Click the "X at the top of the window to return to the User Attributes & Claims section.

Click the "X at the top of the window to leave the User Attributes & Claims settings.
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Step 14 — Optional: User Attributes

mmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmm

® Click on Add a new claim under User Attributes & Claims.
Enter role into the Name field.
@ Enter user.assignedrole into the Source attribute field.
® (Click the Save button to save your changes.
® Click the 'X" at the top of the window to return to the User Attributes & Claims section.

® C(Click the "X at the top of the window to leave the User Attributes & Claims settings.

Step 15 — SAML Signing Certificate

gwenname USE[glVE'V\aI’M

enaladors warmad | ® |nthe SAML Signing Certificate

name user.userprincipainame

Uniqueiiser ldenfier sehsEprindpainame: section, click the Download link for
© SAML Signing Certificate Ve Certificate (Base64)'

Status ) Active

!::ﬂf.‘;'n'"' SR2028, HADZ2ZAM. ® Save the certificate file when

Notification Email - -

App Fedterahon Metadata Url | hitps//login.micrasoftonline com/b16b3sfe-3f.. | [[§] prompted.

ety b o |

Feennion betmiau . T @ Open the certificate in a text editor.

o Set up Dozuki

You'll need to configure the application to link with Azure AD.

Login URL [ https/loginmicrosoftoniine com/o16b3fe-31... | [[H]
Azure AD Identifier [ httpsy//sts windows net/b16b38fe-3f8a-4fer-92... | [[R]
Logout URL [ httpsw'loginm»cmso&on!ine‘comfcommon/wsf]. !@

View step-by-step instructions

B T B e NPty PSR I

This document was generated on 2024-03-20 04:32:39 PM (MST).
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Step 16

Authentication

Cancel

————— END CERTIFICATE-----

ABOUT HELP AP

® (Open the management console of your Dozuki site in another browser window.
® From the Configuration section in the sidebar menu, select Security.

Under the Authentication heading section of the Security page, click on SAML: Identity
Provider X.509 Certificate.

® Copy the body of certificate from your text editor.

® The certificate should be formatted similar to the example shown under the Authentication
section.

® Paste the certificate into the text field.

® (lick the Save button to save your changes.

This document was generated on 2024-03-20 04:32:39 PM (MST).
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e SAML Signing Certificate
Status Active
Thumbprint EGBEF1BB19101F31C647ABBFBT223C926FIETADT
Expiration 5/5/2023, 12:52:07 PM
Notification Email ron.davis@outlook.com
App Federation Metadata Url ‘ https://login.microsoftonline.com/b16b38fe-3f... |E
Certificate (Base64) Download
Certificate (Raw) Download
Federation Metadata XML Download

o Set up Dozuki

You'll need to configure the application te link with Azure AD.

Login URL [ https/login.mi ine.com/b16b3sfe-3f.. | [IE1

Azure AD Identifier { https://stswindows.net/b16b38fe-3f8a-48f

-92...

Logout URL ‘h“ps:h" in.mi ine.comy/c

st | ]

View step-by-step instructions

o Test single sign-on with Dozuki

Test to see if single sign-on is working, Users will need to be added to Users and groups before they can sign in.

Authentication

Single signon
Dozuki SSO: URL.
Doruki $50: Logout URL
Dozuki S50: Secret

SAML 2.0: Identity Provider Entity
D

SAML: Idantity provider URL
SAML Metadata
SAML: Logout URL

SAML: Identity Provider X.509
Certificate

Google Login

Single sign on: disabled. Login and account creation on this site happens normally Edit
No Value Set Edit
No Value Set Edit
No Value Set Edit
The unique identifier for your identity provider. This must be a URI and must Cancel
match the Issuer field that is sent in your identity provider's SAML 2.0 responses

| hittps:/sts windows.net/b16b3fe-3fa-48f-9235 |

No Value Set Edit
Download Metadata

No Value Set Edit
Valid certificate Edit
Google login is disabled Edit

® Copy the Azure AD Identifier

@ Paste the Azure AD Identifier into the SAML 2.0: Identity Provider ID text field in your Dozuki

site.

® C(Click the Save button to save your changes.
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Step 18 — Test and Add Azure Connection
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Authentication

Singlesignon

- IV —

Active

outlookcom
osoftonline com/b16b38fe-3f.
Edit
ounl
Edit Download
Edit
O | seiupoonii

=]

Youll need to configure the application to link with Azure AD.

Login URL | https//login.microsoftonline.com/b16b38fe-31.

Azure AD Identiier iy ws.net/b6b38fe-3(Ba-418f-92.

Logout URL hitps//login.microsoftonline.com/common/wsf.
Edit View step-by-step instructions

- J s ——

EGBEF1B19101F31C647A88FB7223CI26FIETADT
5/51: M

BEE

Test to see if single sign-on is working. Users will need to be added to Users and groups before they can sign n.

Authentication

® Click on the SAML: Identity provider URL heading under Authentication.

Under the Set up section in the Azure portal, click on the Copy icon next to Login URL.

® Paste the Login URL into the Test a SAML identity provider URL text field in your Dozuki site
to test the SSO connection.

@ We recommend testing the SAML connection through your Dozuki site before enabling SAML
2.0 as the authentication mechanism. Testing the connection from within Dozuki will prevent
disruption to your active site and current users.

Step 19

Authentication

Single signon

Daruki $50: URL

SAML: Identity provk ider URL

SAML: Logout URL

Single sign on: disabled. Login and account creation on this site happens normally. Edit

No\ Edit

No Value Edit

o Value Set Edit

¥ hitp://www.azure.comiexk2c5ollCxps79FWSd6 Edit
users will be redirected to this URL when attempting to login Cancel

When using SAML, use
| ttos.rdozukidozuki.a

ure.com/apy

1ki 1_dozuki_1/exk2c50llCxp679FWSd6/ss0/saml I

Save

Test a SAML identity provide
After s AL, test

B Up SAML, &

tatio ty provide ere
idh TestSAML1.1 Test SAML 2.0

Edit

This document was generated on 2024-03-20 04:32:39 PM (MST).
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® After testing the connection, paste

the Login URL into the SAML.:
Identity provider URL field.

Click the Save button to save your
changes.
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Step 20 — Add Azure Logout URL

Authentication
Authentication © | < Signing Centcate Sguigen Single sign on: using SAML Users are being redirected to your SAML endpoint wher £t
Edit o Set up Dozuki Edit
= ‘::I'll:;i‘“““’""‘-’"""‘“"P““‘“‘"“‘"“k“’:::;":jmmw{m"mmmwnmm E 20t & Edit
Azure AD Identifier hitps://stswindows net/b16b36fe-31Ba-418f-92. Ifﬂ
= :T:::;tympmmwm https://login.microsoftonline.com/common/wsf. E AAAAA r ‘ o
Edit L R —— Ih o T ‘31151b3/sam|| -
PR ki e Veﬂev'xlng\engnomswetkmg Users will need to be added to Users and groups before they can sign in.
® (Click on the SAML: Logout URL heading under Authentication.
Under the Set up section in the Azure portal, click on the Copy icon next to Logout URL.
® Paste the Logout URL into the SAML: Logout URL text field in your Dozuki site.
® (Click the Save button to save your changes.
Step 21 — Enable Single Sign On
Authentication Authentication
Authentication Cancel

® C(Click on the Single sign on heading under Authentication.

Click on the Single Sign On type dropdown menu.

Select SAML 2 from the dropdown menu.

@ C(Click the Save button to save your changes.
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Step 22 — SSO: Role Attribute Prefix

,,,,,,

,,,,,,,,,,,,,,,,

@ Once SSO is enabled on your Dozuki site, you have the option to add a role attribute prefix. This
helps when syncing to third-party IdPs and will allow roles to be passed as "dozuki-<role>
(‘dozuki-admin’, "dozuki-author’, etc.)

® Dozuki defined roles (admin, author, user, etc.) cannot be customized.
® (Click Edit.
Add your desired role attribute prefix.
Click Save.

® Your role attribute prefix will be displayed.

This document was generated on 2024-03-20 04:32:39 PM (MST).
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Step 23 — SSO Authentication for Signoffs & Approvals

e —————— ® Once Single Sign On is enabled,
S R RETA,  R SSO auth for signoffs &
— N approvals will appear in the
s Ed Authentication section of the
Security settings.
e @ This feature allows users to
enter their SSO authentication
. for Signoffs and Approvals
— instead of a separate Dozuki
paseword
b [E) use 5SSO authentieation for step signoffs and approval requests
SSO auth for signoffs & approvals
is enabled by default when you

enable SSO authentication.

Only disable SSO authentication
for signoffs & approvals if you
want your users to enter a
separate Dozuki password for
signoffs and approvals.
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